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Business Analyst
[bookmark: OLE_LINK18][bookmark: OLE_LINK21]
Client:		DOA				Posting ID:	 156301
Location:	Madison, WI	 		Interview:	 MS Teams Video
Start Date:	April 13th, 2026			Contract Length:  1 year

Our client, Wisconsin Department of Administration (DOA), is looking for a Business Analyst to design, develop, and help stand up a comprehensive privacy program at the Wisconsin Department of Administration. This is a joint initiative between DOA’s Division of Legal Services and DOA’s Division of Enterprise Technology. The contractor will report to DOA’s Lead Privacy Counsel with dotted line reporting responsibilities to the State of Wisconsin Chief Information Officer (CIO), Chief Information Security Officer (CISO), Chief Technology Officer (CTO), and DOA’s Data Manager. 

The contractor will be responsible for developing, documenting, and, as feasible, implementing or operationalizing, privacy program policies and plans to enhance privacy governance, compliance, and risk management practices for the agency, that can later inform enterprise recommendations for all executive branch agencies.

Tasks
Policy & Governance Framework Development:
Establish privacy procedures tailored to the agency's operations.
Establish a privacy governance structure, including roles and responsibilities.
Define key performance indicators (KPIs) for privacy program success.

Regulatory Compliance & Risk Management:
Create processes to ensure compliance with federal, state, and local privacy laws and regulations.
Create processes for Privacy Threshold Assessments (PTAs) and Privacy Impact Assessments (PIAs).
Identify systems that process personally identifiable information (PII) and other regulated data, and identify key stakeholders associated with those systems per NIST Risk Management Frameworks (e.g., system owner, authorizing official, etc.).

Training & Awareness:
Create privacy communication materials, best practice guidelines, and training.
Develop/recommend best practices to foster a culture of privacy compliance within the agency.

Incident Response & Data Breach Management:
Along with Chief Information Security Officer (CISO) and legal counsel, develop privacy mandates within existing incident response plans.
Along with CISO and legal counsel, establish procedures for reporting and remediating privacy incidents.

Vendor & Third-Party Risk Management:
Along with legal counsel, conduct privacy assessments of key vendors and partners.
Along with legal counsel, recommend strategies to standardize contracting and data sharing agreements (DSAs) and/or templatize appropriate data protection and privacy clauses within contracts.

Privacy Technology & Automation:
Assess and recommend privacy-enhancing technologies (PETs) and automation tools.
Support integration of data/privacy tools and controls into agency IT systems, including the governance, risk, and compliance (GRC) platform.
Collaborate with IT and security teams to embed privacy by design principles into all aspects of the system development lifecycle (SDLC).

Knowledge, Skills and Abilities Required: 
Ability to execute strategic privacy initiatives independently, with general/minimal oversight.


NOTE: Must be CURRENT WI residents. No relocation allowed. Primarily remote with 1 day PER MONTH onsite at Madison office.  Resume should highlight relevant experience in privacy program development, particularly with respect to creating processes and communicating with varied stakeholders.

Complete the skills table below to be considered for submittal.
Skills listed below must be clearly stated in your resume.
	Skills and Knowledge Required
(Requested years of experience)
	Years of experience
(XX yrs)

	Required / Must Have

	Excellent communication skills and the ability to engage with stakeholders at all levels, translating complex technical and legal ideas to business stakeholders and decision-makers.
8-10+ years
	Select Years
	Demonstrated experience in privacy program process development and implementation.
8-10+ years
	Select Years
	Strong knowledge of privacy laws and regulations (e.g., GDPR, CCPA, HIPAA) and NIST Risk Management Frameworks (e.g., NIST RMF, NIST PF, NIST CSF).
8-10+ years
	Select Years
	[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Desired Skills / Nice to Have

	Expertise in risk management, data governance, and compliance frameworks.
	Select Years
	Experience conducting privacy impact assessments and developing privacy processes.
	Select Years
	Strong project management skills with the ability to execute strategic privacy initiatives.
	Select Years
	Knowledge of privacy laws and regulations (e.g., GDPR, CCPA, HIPAA).
	Select Yes/No

	Professional certifications such as Certified Information Privacy Professional (CIPP), Certified Information Privacy Manager (CIPM), Certified Information Privacy Technologist (CIPT) or similar preferred.
	Select Yes/No

	Narrative Required 

	Please provide details of how your skill set and past work experiences makes you the best candidate for this position.
	Enter narrative here




Candidate Information
Full Legal Name: Enter name here

Your Phone #: Enter phone here				Your email address: Enter email address

Hrly Rate Desired (W2/C2C): Enter rate			Date available: Enter availability here

W2 = Contract position. No benefits. You are paid for the hours you work only. Do you acknowledge? Select

Current Location: Enter location  				

How many total years of working experience in IT? Select Years

How many years working in the US? Select Years

Available for a webcam interview?   Select

Must be CURRENT WI residents. No relocation allowed. Primarily remote with 1 day PER MONTH onsite at Madison office. Do you agree to this?  Select
    
A background check that includes residence and work authorization for the United States is required by client. Will you consent to a background check prior to the contract start date?    Select

Do you agree to a past employment and education verification check? Select

Have you ever worked for the State of Wisconsin? Select

If yes, please provide the Department and Division: Enter narrative here

If yes, please provide the dates of employment: Enter narrative here

Work Status (US Citizen, Green Card, etc.): Select work status

If applicable, Visa Expiration Date: Enter a date
 
If you have a visa sponsor or work on Corp to Corp, provide the company information below. IO Datasphere can only work with the company that currently holds the candidate’s visa sponsorship.

Employer Company: Enter company name			Contact Name: Enter contact name

Contact Phone: Enter contact phone			Contact Email: Enter contact email

Professional References

Provide Two to Three (2 - 3) Boss/Supervisor/Manager References in order of relevance for this position. (No co-workers other than boss, etc, no personal friends, relatives, or neighbors)
[bookmark: OLE_LINK6][bookmark: OLE_LINK7]
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[bookmark: OLE_LINK8][bookmark: OLE_LINK9][bookmark: OLE_LINK23][bookmark: OLE_LINK24][bookmark: OLE_LINK4]Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
2. Second Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email
 
3. Third Reference
Reference Name: Enter reference name
Reference Company: Enter company name
Reference Phone: Enter reference phone
Reference E-Mail: Enter reference email


Instructions:

Email completed skills form and your most recent resume to us at: jobs@iodatasphere.com
Please include 10366WI Skills Form and your name on the subject line.

If you have any questions, please email us.
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